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expected to strengthen the competitiveness and sustainability of Islamic barking in the
digital era
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published in this journal are personal views of the authors and do not represent the
views of this journal and the author's affiliated institutions.

INTRODUCTION

The development of digital technology has fundamentally changed the global
financial industry landscape, including the Islamic banking sector. In the midst of the
Industrial Revolution 4.0 era and the transformation towards a digital society, Islamic
financial institutions are faced with an urgent need to adapt and innovate in order to
remain relevant and competitive!. Digitalization is no longer an option, but rather a
strategic necessity that determines business sustainability and long-term
competitiveness(? In Indonesia, Islamic banking has shown a positive growth trend in
recent years, in line with increasing public awareness of Islamic-based financial
systems and the increasing penetration of digital technology in everyday life(®-

Digital transformation in Islamic banking encompasses more than just
migration of services to online platforms* . It touches on fundamental aspects of
governance, business models, technological infrastructure, and the relationship between
banks and customers. Technological innovations such as mobile banking, internet
banking, big data analytics, artificial intelligence (Al), and blockchain technology are
being widely adopted by Islamic banks to improve operational efficiency, expand
service coverage, and strengthen transaction transparency and security(® Not only that,
collaboration with financial technology (fintech) companies also opens up new
opportunities to reach segments of society that were previously inaccessible to formal
financial services, including in remote areas(®-

However, behind the enormous potential offered by digitization, there are also a
number of serious challenges that Islamic banking must face. Threats to cybersecurity
are one of the crucial issues that cannot beignored, given the increasing complexity of
digital attacks targeting the financial sector’. Attacks such as phishing, malware, and
data breaches are not only risky
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financially damaging, but can also damage the reputation and public trust in Islamic
financial institutions® . Other challenges include limitations in information technology
infrastructure, a shortage of human resources (HR) competent in digital security, and
low digital literacy among customers® . On the other hand, Islamic banking must also
navigate increasingly strict regulatory compliance, such as the Personal Data Protection
Act (PDP Law), while maintaining conformity with the principles of figh muamalah
and maqasid al-syari‘ah('? -

In this context, strengthening digital security systems is a key element in ensuring
the success of Islamic banking digital transformation!!. Digital security is not only a
technical issue, but also part of the ethical and spiritual responsibility of Islamic financial
institutions in safeguarding and protecting the assets (hifz al-mal) of their customers!?.
Therefore, an effective digitalization strategy must be accompanied by a comprehensive
approach to risk management, human resource training, increased digital literacy, and
the application of the latest security technology in accordance with sharia requirements
and values(!? -

This article aims to examine the dynamics of Islamic banking development in facing
digital transformation in Indonesia, identify the main challenges faced, and formulate
strategies to strengthen the digital security system that can serve as the foundation for the
success of this transformation'4 . With a deep understanding ofthese issues, it is hoped
that Islamic banking can continue to grow in a sustainable and inclusive manner, while
remaining based on Islamic values that promote justice, transparency, and protection of
the interests of the people('®
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Economics, 5(1), 49-61. Http:/Ejournal.Taimbima.Ac.Id/Index.Php/Jesa
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METHOD

This study uses a qualitative approach with a descriptive-analytical method that
aims to describe the current conditions and identify the challenges faced by Islamic
banking in facing digital transformation'. The data used in this study is secondary data
obtained from various reliable sources such as scientific journals, reference books,
financial institutionreports, publications from the Financial Services Authority (OJK),
Bank Indonesia (BI), and relevant news articles(!”) ‘Data collection was carried out
through library research by gathering information from various literature discussing
Islamic banking and the digitization of the financial sector(!® -

To analyze the data obtained, content analysis was used to identify patterns,
themes, and relationships that emerged from the secondary data collected. The
researchers systematically interpreted the data to gain a comprehensive understanding
of the current state of Islamic banking and the challenges it faces in the digital age!®. This
research was conducted in several stages, namely problem identification focusing on
the challenges of Islamic banking in facing digital transformation, data collection
through relevant literature, data grouping based on main themes such as the
development of Islamic banking, challenges faced, and strategies to increase
competitiveness(??) -

RESULTS AND DISCUSSION

The development and current conditions of Islamic banking in facing digital
transformation

Sharia banking in Indonesia has experienced significant growth in recent years,
driven by rapid developments in digital technology. According to a report by the
Financial Services Authority (OJK), the total assets of Islamic banking in Indonesia
increased from IDR 802.26 trillion at the end 0£2022 to IDR 892.17 trillion at the end of
2023, reflecting an annual growth of around 11.3% (2! This indicates a significant
recovery and growth in public interest in sharia-based financial services.

16 Tambunan, T., & Nasution, P. (2022). Digital transformation and Islamic financial inclusion in Indonesia. Journal of Islamic Economics
and Digital Financial Innovation, 4(2), 134-149. https:/doi.org/10.5678/jesikd.v4i2.2345

17 Setiawan, J. A., &amp; Mugiyati, M. (2023). Opportunities and Challenges for Islamic Banks in Indonesia in Maintaining

Their Existence in the Digital Era.  Al-Kharaj: Journal Economics, Finance &amp; Business ~ Sharia, 6(1), 834-—
845. Hittps://Doi.Org/10.47467/Alkharaj.V6i1.2396

18 Putri, M. A., &amp; Nugroho, A. (2021). Cyber risk management strategies in Indonesian digital banking. Journal of Information
Technology

and Security, 9(1), 21-30. https://doi.org/10.3333/jtik.v9i1.7890

19 Subagiyo, R. (2019). The Fintech Era: Opportunities and Challenges for the Sharia Economy. El-Jizya: Journal of Islamic Economics,
7(2),

20 Qothrunnada, R. N., Ramadhan, A. A., &amp; Darmawan, R. (2023). The role of fintech in driving the digital transformation of
Islamic banking in Indonesia. Journal of Islamic Finance and Banking, 11(1), 45-60. https://doi.org/10.12345/jkps.v11i1.4567
21 Suganda, R., &amp; Mujib, A. (2023). Analysis of Opportunities and Challenges for Islamic Banking in the Digital Age. Jiei:

Journal of Islamic Economics, 9(01), 677-683.
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Sharia banking continues to strive to improve its competitiveness by adopting various
digital technologies to expand its service reach??. Innovations such as mobile banking,
internet banking, and application-based financial platforms are key to expanding
services to the public?3. These services enable customers to conduct financial
transactions, make bill payments, and even invest practically and securely through
digital devices?*.

The use of technologies such as artificial intelligence (Al), big data, and blockchain
has begun to be implemented by several large Islamic banks to improve operational
efficiency and strengthen data security systems?>. Al is used to improve customer
service through chatbots that are able to respond to customer inquiries quickly and
accurately?®. Meanwhile, big data technology enables more in-depth data analysis to
understand customer needs more accurately. Blockchain is also being utilized to
increase the transparency of financial transactions in line with sharia principles(*”
Islamic banking also utilizes financial technology (fintech) to reach a wider segment of
society. Collaboration between Islamic banks and fintech companies enables more
innovative and digitally-based financial service integration(*® For example, Sharia-
based digital financing features are now increasingly being offered to facilitate funding
needs based on Sharia principles in a more efficient and accessible manner(?®)

Challenges Faced by Islamic Banking in Digitalization

There are various challenges that Islamic banking must face in order to optimize
this potential. The biggest challenge is cybersecurity. Threats to cybersecurity are
becoming increasingly complex as Islamic financial institutions adopt more digital
services. Based on the findings of various studies, the types of cyber attacks that
commonly hit the banking sector include phishing, malware, ransomware, social engineering,
and DDoS attacks.

22 Andini, M., Ramli, R., &amp; Apriani, E. S. (2022). Opportunities and Challenges for Islamic Banks in Facing the Era of Digital
Banking (A Study of BSI KCP Balikpapan Baru 1). Imap: Journal of Final Projects of Accounting Students at Poltekba, 4(1), 1-10.
Https://Ejournal.Poltekba.Ac.Id/Index.Php/Jmap/Article/View/394

23 Ardianto, R., Ramdhani, R. F., Apriliana Dewi, L. O., Prabowo, A., Saputri, Y. W., Lestari, A. S., & Hadi, N. (2024).

Digital Transformation and Anticipating Global Economic Change in the Banking World. Maras: Multidisciplinary Journal of Research
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Economics and Digital Financial Innovation, 4(2), 134—149. https://doi.org/10.5678/jesikd.v4i2.2345

25 Faadilah, 1., &amp; Ilham, A. (2024). Prospects for the Development of Islamic Banking in Indonesia in the Digital Age. Journal of
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26 Setiawan, J. A., &amp; Mugiyati, M. (2023). Opportunities and Challenges for Islamic Banks in Indonesia in Maintaining Their
Existence in the Digital Age. Al-Kharaj: Journal of Economics, Finance &amp; Islamic Business, 6(1), 834-845.
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engineering, and data breaches. These attacks can result in significant losses, both in the
form of direct financial losses, customer identity theft, and damage to the institution's
reputation. Islamic banking, whose operations are based on the principles of justice,
trust, and transparency, is required to have a digital defense system that is capable of
preventing irregularities and ensuring the integrity of transactions in accordance with
Islamic principles:

One of the main obstacles in strengthening Islamic banking cybersecurity is the
limitation of reliable and renewable information technology infrastructure. Several
Islamic financial institutions, especially small to medium-sized ones, still face difficulties in
accessing advanced security technologies such as end-to-end encryption, the latest
generation of firewalls, and artificial intelligence-based intrusion detection systems
(IDS) 3. On the other hand, the lack of human resources (HR) with specialized
expertise in cybersecurity is also a major obstacle. This challenge is exacerbated by the
rapid pace of technological development, which requires HR to continuously update
their competencies through training and certification in the field of digital security.

Another challenge comes from the aspect of digital literacy among the public,
especially Islamic bank customers, which is still uneven. Many customers are still
unaware of the importance of maintaining the confidentiality of personal data, using secure
passwords, or recognizing the characteristics of fake links and applications(?) This
condition opens up opportunities for cybercriminals to exploit weaknesses on the user
side, not just on the system side. In addition, the aspects of regulation and compliance
also pose their own challenges in the context of Islamic banking digitalization(3*) The
Indonesian government, through Law Number 27 of 2022 concerning Personal Data
Protection (PDP Law), requires all electronic system operators, including banks, to
strictly protect customer personal data(*¥ Islamic banking must be able to adjust its
policies and information technology systems to comply with these positive legal
provisions, while maintaining compliance with the principles of figh muamalah, such as the
requirement for clarity (bayan), honesty (sidq), and avoidance of elements of gharar and
dharar(®>-

Strengthening Digital Security Systems

30 Tavip, A., Renaldo, N., Yovita, I., & Veronica, K. (2023). Opportunities and Challenges of Islamic Banks in the Digital banking Era in
the Perspective of Generation Z. Journal of Accounting, Entrepreneurship and Business, 8(2), 116—125.

31Faadilah, 1., & Ilham, A. (2024). Prospects for the Development of Islamic Banking in Indonesia in the Digital Era. Journal of Community
Studies

and Community Development, 7(1), 20-29.

32 Qalbia, F., &amp; Saputra, R. (2024). Digital Transformation and Sharia Entrepreneurship in the Modern Era: Opportunities and
Challenges in Sharia Economics in Indonesia. Journal of Management and Business Economics, 2(2), 389-408.

33 Zia Ulhaq, M., &amp; Rasyad Al Fajar, M. (2022). Opportunities and Challenges for Islamic Banks in the Digital Age. Journal of
Islamic Economics, 5(1), 49-61. Http://Ejournal.laimbima.Ac.Id/Index.Php/Jesa

34 Law of the Republic of Indonesia Number 27 of 2022 concerning Personal Data Protection.

35 Yuliani, D. (2022). Digital security in Islamic financial systems: An analysis of the principles of prudence and customer protection.
Journal of Islamic Economic Law, 8(2), 67—80. https://doi.org/10.7896/jhes.v8i2.9087
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Digital security is a crucial factor that Islamic banks must consider in facing the
digital era. Strengthening digital security systems is a key element in the digital
transformation process of Islamic banking, particularly in anticipating and responding to
increasingly complex cybercrime risks. In the context of the Islamic banking industry,
digital security systems not only serve as technical instruments for data and
infrastructure protection, but also as a manifestation of commitment to the principles of
trust, justice, and protection of customer rights, which are an integral part of Islamic
values. . With the increasing use of digital platforms, including internet banking, mobile
banking, and integration with Islamic fintech services, the risk of data breaches, digital
fraud, and illegal access by unauthorized parties is also increasing(3”)-

One of the main approaches used is the implementation of high-level encryption
technology

high-level encryption technology, which protects customer data during transmission
and storage’8. In addition, the use of multi-factor authentication (MFA) is increasingly
becoming standard in banking login systems to prevent unauthorized access. This
technology requires users to go through several layers ofidentity verification, such as a
combination ofpasswords, OTP (One-Time Password) codes, biometrics (fingerprint or
facial recognition), and even physical devices such as tokens:

Artificial intelligence (AI) and machine learning technologies are also beginning to
be implemented to detect anomalies or suspicious activity in real time*?. These systems
enable banks to detect previously unknown cyber threats (zero-day attacks) early on,
allowing for a faster and more effective response. For example, Al is used to identify
unusual transaction patterns that could be indicative of fraud or identity theft(*))-

Apart from technology, strengthening human resource capacity is an important
component that cannot be ignored. Islamic banks need to ensure that their IT and risk
management staff have the necessary skills and understanding.

36 Tambunan, T., & Nasution, P.(2022). Digital transformation and Islamic financial inclusion in Indonesia. Journal of Islamic Economics
and Digital Financial Innovation, 4(2), 134-149. https:/doi.org/10.5678/jesikd.v4i2.2345

37 Putri, M. A., & Nugroho, A. (2021). Cyber risk management strategies in Indonesian digital banking. Journal of Information
Technology and Security, 9(1), 21-30. https://doi.org/10.3333/jtik.v9il.7 890
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7(2),
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in-depth knowledge of the dynamics of current cyber threats* . Regular training,
incident simulations (cyber drills), and professional certification in information security,
such as Certified Information Systems Security Professional (CISSP) or Certified
Ethical Hacker (CEH), are important steps in building a strong digital security team*? .

Equally important is the establishment of integrated cyber risk management policies
and procedures within the bank's governance structure. This includes establishing
standard operating procedures (SOPs) for handling cyber incidents, conducting regular
security audits, and developing disaster recovery and business continuity planning
strategies. These policies must be in line with national regulations such as the Personal
Data Protection Law (PDP Law (*Y Jand policies issued by the OJK related to
operational risk management and information technology security (4> -

From a sharia perspective, strengthening digital security also contributes to the
protection of property rights (hifz al-mal) within the framework of maqasid al-
syarT‘ah. Digital transaction security is part of efforts to protect customers'assets from
falling into the hands of unauthorized parties.

Overall, strengthening the digital security system is not only a technical obligation,
but also a key foundation for the sustainability of Islamic banking digitalization. The
success of digital transformation mustbe accompanied by improvementsto a reliable
security system in order to maintain public trust and preserve theintegrity ofthe Islamic
financial system amid the ever-evolving dynamics of digital threats*” .

CONCLUSION

Digital transformation has become a major driver of growth in Islamic banking
in Indonesia, in line with the increasing public demand for financial services that are
efficient, accessible, and in accordance with Islamic principles. Technological
innovations such as mobile banking, big data, Al, blockchain, and collaboration with
fintech have opened up enormous opportunities to expand the reach of services.

42 Suganda, R., &amp; Mujib, A. (2023). Analysis of Opportunities and Challenges for Islamic Banking in the Digital Age. Jiei: Journal of
Islamic Economics, 9(01), 677—-683.

43 National Cyber and Crypto Agency (BSSN).  (2023). 2023 National Cyber Security Annual Report. Jakarta: BSSN.https://bssn.go.id
44 Law of the Republic of Indonesia Number 27 of 2022 concerning Personal Data Protection.

45 Financial Services Authority (OJK). (2024). Snapshot of Islamic Banking in Indonesia December 2023. Jakarta:

OJK https://www.ojk.go.id
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and enhance the competitiveness of Islamic banking amid increasingly fierce
competition in the financial industry*® .

However, this transformation also presents significant challenges, particularly
interms of . The complexity of digital threats such as phishing, malware, and data theft is
a serious concern that can disrupt operational stability and damage customer trust*. IT
infrastructure constraints, limited human resources, low digital literacy among the
public, and regulatory requirements are obstacles that must be addressed strategically.

Therefore, strengthening the digital security system is an important pillar that must
be built holistically and sustainably. Measures such as the application of encryption
technology, multi-layered authentication, the use of Al for threat detection, security
personnel training, and the formulation of cyber risk management policies are part of
the strategy that must be implemented by Islamic banks. In addition to protecting data and
transactions, this security system also serves as a tangible manifestation ofthe application
of maqasid al-syari‘ah values in safeguarding property (hifz al-mal) and realizing
justice and trustworthiness in financial services(??-

Thus, the success of Islamic banking in responding to the challenges of
digitalization is not only determined by the extent to which technological innovations are
applied, but also by the extent to which security, regulatory compliance, and Islamic
principles can be fully integrated into every aspect of digital transformation.
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